Fingerprint Recognition Using L ocal Features and Statistical Parameters

Gualberto Aguilar, Gabriel Sdnchez, Karina Toscano,
Héctor Pérez, Mariko Nakano, Eduardo Leo6n
ESIME Culhuacan, National Polytechnic Institute
gual berto@cal mecac.esimecu.ipn.mx

A fingerprint consists of ridges (lines across
fingerprints) and valleys (spaces between ridgEkg
pattern of the ridges and valleys is unique forheac
individual. The probability of finding two fingerjmts
similar is of 1.9x1¢,

There are two major methods of fingerprint
matching: Local Features and global pattern matrhin

Abstract

Fingerprint recognition is one of the most popular
methods used for identification with greater degree of
success. The fingerprint has unique characteristics
called minutiae, which are points where a curve track
finishes, intersect or branches off. ldentification

systems using fingerprints biometric patterns are
called AFIS (Automatic Fingerprint Identification
System). In this work a method for Fingerprint
recognition is considered using a combination of Fast
Fourier Transform (FFT) and Gabor Filters to
enhancement the image and later a novel method for

The first approach analyses ridge bifurcations and
endings, the second method represents a more
macroscopic approach. The last approach considers t
flow of ridges in terms of, for example, archesyfs

and whorls. As the equal-error-rate is low, therefo
fingerprint recognition is very accurate.

recognition with two stages: Local Features and
Satistical Parameters.

1. Introduction

The biometry or biometrics refers to the automatic
identification (or verification) of an individualof a
claimed identity) by using certain physiological or
behavioral traits associated with the person.
Traditionally, passwords (knowledge-based security)
and ID cards (token-based security) have been tased
moderate access to restricted systems. However,
security can be easily breached in these systeras @h
password is divulged to an unauthorized user or an
impostor steals a card. Furthermore, simple pastsvor il e
are easy to guess (by an impostor) and difficult Left Loop
passwords may be hard to recall (by a legitimage)us Fig. 1. Main Fingerprints
Fingerprints are fully formed at about seven months
of fetus development and finger ridge configuradioio
not change throughout the life of an individual epc

2. Proposed system

due to accidents such as bruises and cuts on the The proposed system in this paper consists of two

fingertips (Babler, 1991).
fingerprints a very attractive biometric identifier

This property makes important stages. The first

important stage is a
combination of two algorithms, the Fast Fourier

Fingerprint recognition represents the oldest nittho Transform and Gabor Filters to enhancement and

of biometric identification. Its history is goingabk as

reconstructs the image’s information. The second

far as at least 2200 BC. Since 1897, dactyloscopyimportant stage consists of using minutiae detactio

(synonym  for  non-computer-based

fingerprint and statistical parameters for the recognition.
identification) has been used for criminal idecttfion.



The system consists of seven steps: Acquisition,
Noise  Reduction, Enhancement, Binarization,
Thinning, Recognition with Minutiae Detection (Ldca
Features) and Verification with statistical paraenet
Each one of these steps was evaluated with differen
fingerprints, ones with less noise in which it vessier
to work and others with information almost null.eav
so, our system made a good recognition. See figure

s
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Fig. 2. With sufficient information. b) With poanfiormation.
2.1 Acquisition

The acquisition of the fingerprint was made from a
biometric device UareU 4000 of Digital Persona Inc.
with interface USB 2.0. The images were capturddl wi
a resolution of 512 DPI and a size of 340x340 gixel
gray scale. For this work a data base with 500 e@rag
of fingerprints was created that correspond to 50
different people, this is, 10 images by each person

Fig.3. Scanner and Captured Fingerprint.

2.2 Noisereduction

Most fingerprint images displays noise in the zones
near the ends of the image, this noise can be ddnse
different factors such as the movement of the firage
the moment of the capture or the little pressuréhen
lateral areas from scanner.
eliminated to assure that only useful informatiofi w
be processed at the time of minutiaes extractian. |
case that were not eliminated these noises,
algorithm could detect false minutiae due to thiseo
Therefore the image was cut in a 10% in each orits of
sides taking into account that did not eliminatenow
information of the fingerprint.

2.3 Enhancement

The performance of minutiae extraction algorithms
and other fingerprint recognition techniques relies
heavily on the quality of the input fingerprint iges.

In an ideal fingerprint image, ridges and valleys
alternate and flow in a locally constant directidn.
such situations, the ridges can be easily detemted
minutiae can be precisely located in the image.
However, in practice, due to skin conditions (eveet

or dry, cuts, and bruises), sensor noise, incofiiegér
pressure, and inherently low-quality fingers (e.qg.,
elderly people, manual workers), a significant
percentage of fingerprint images are of poor qualit
The goal of an enhancement algorithm is to improve
the clarity of the ridge structures in the recotdga
regions and mark the unrecoverable regions as too
noisy for further processing. The majority of the
existing techniques are based on the use of camtext
filters whose parameters depend on the local ridge
frequency and orientation. The context information
includes: Ridge continuity and Regularity. Due he t
regularity and continuity properties of the fingenp
image occluded and corrupted regions can be
recovered using the contextual information from the
surrounding neighborhood. Hong et al. [1] labelhsuc
regions as 'recoverable’ regions. The efficiencyaaf
automated enhancement algorithm depends on the
extent to which they utilize contextual informatidrhe
filters themselves may be defined in spatial othie
Fourier domain. In this work a combination of fikén

the two dominions is used, spatial and Fourier dor
better enhancement.

Spatial Domain Filtering: O’Gorman et al. [2]
proposed the use of contextual filters for fingarpr
image enhancement for the first time. They use an
anisotropic smoothening kernel whose major axis is
oriented parallel to the ridges. For efficiencygeyh
recomputed the filter in 16 directions. The filter
increases contrast in a direction perpendiculathto
ridges while performing smoothening in the direstio
of the ridges. Recently, Greenberg et al. [3] psgub
the use of an anisotropic filter that is basedtamcture
adaptive filtering by Yang et al. [4]. Gabor filsehave

This noise must beimportant signal properties such as optimal jopace

frequency resolution [5]. Gabor elementary funcgion
form a very intuitive representation of fingerprint

thelmages since they capture the periodic, yet non-

stationary nature of the fingerprint regions. There
symmetric Gabor has the following general form:
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Here f represents the ridge frequency and the ehoic Fourier transform and Gabor filtering to carry oo
o2 02 . . image enhancement task. Since we have the two

of ™ and ¥ determines the shape of the filter enhanced images an algebraic sum is made and only
envelope and also the trade of between enhancemente resulting pixel will be white, if in the two ages
and spurious artifacts. This is by far, the mogtysar the pixel is white too. Figure 5 shows the process.
approach for fingerprint enhancement.

Fourier Domain Filtering: Sherlock and Monro [6] ~ !Maoe enhanced
perform contextual filtering completely in the Fimur o
domain. Each image is convolved with precomputed
filters of the same size as the image.However, the

e

) Final Image
algorithm assumes that the ridge frequency is eost | —‘ - S
through out the image in order to prevent having a jage ennanced 5 Im
large number of precomputed filters. Therefore the _ withFr1

=

algorithm does not use the full contextual inforimat

provided by the fingerprint image. Watson et al. [7
proposed another approach for performing
enhancement completely in the Fourier domain. Ehis ™
based on 'root filtering’ technique. In this appchahe Fig 5. Combination Process

image is divided into overlapping block and in each
block, the enhanced image is obtained by 24 Binarization

| (%) = FFTF(u,v)| F(u,v) @
e”h( y) { ( )‘ ( )‘ } The image segmented with the crests and valleys

F(u,v) = FFT(l(x,Y)) ()  better defined, now will be binarized, this is, tack

Another advantage of this approach is that it dags ~ Pixels will have a value of 0 and the white pixels
require the computation of intrinsic images for its value of 1.
operation. This has the effect of increasing the
dominant spectral components while attenuating the2.5 Thinning
weak components. However, in order to preserve the
phase, the enhancement also retains the original Before the stage of extraction of minutiaes, a
spectrum F(u,v). thinning process is applied, this is, an algorititrere

5 the result is an image with lines of the minimum

possible thickness. In order to understand betier t
algorithm it is necessary to know some definitiolest
us remember that after the binarization process the
image is made up only of 1 and O, where a 1 means a
white pixel and a 0 black pixel.

—

000 0 000 0 0 0
00000000 00200000 002 0
0000000 0222220 22222
0000000 0222220 22222
000000 022200 222
000 020 2
0000 0220 22
0000000 0000220 000 22
00 00 00 00 0 0
000 000 020 020 2 2
000 000 020 020 2 2
00 0000 00 0200 200
00 00 00 00 0
: 00000 02200 22 0
Q 000000 022220 22220
Fig. 4. Images applying a) Gabor filter. b)FFTCz)mbination of 0000000 0022220 02222
EFET and Gabor 00 00000 00 00020 00 2
00 0 00 0 00 0
] ) 00 00 00 00 00 00
From the above subsections is clear that both 00 00 00
approaches presents desirable features that can be a) b) c)

Fig. 6. Process of thinning a) Original Image.rhage with internal

combined to obtain better image enhancement results ) o ;
pixels. c) Image after the elimination of pixelsii.

Thus this paper proposes to use a combination of



A pixel 0 (x,y) is internal, if its four neighbors
(x+1,y), (x-1y), (x,y+1) and (x,y-1) are O (blapkkel).
The limit is defined using its 8 connections. Agdixs
a pixel limit if this isn’t an internal pixel and #&ast
one of its 8 neighbors is a 1. A pixel is of corti@t if
it is eliminated in a matrix of 3 x 3 and its nedigins
are disconnected. Basically, the algorithm consists
finding internal pixels in our image and later to
eliminate the pixel limit. This process is carriedt
until it is not possible to find more internal. Nek is
explained with greater detail.

The first step of this algorithm consists in finglithe
total internal pixels that exist in our image. Latall
the pixels that are a limit are eliminate, haviagen
care of that this isn’t a connection pixel. Thisfistep
is shown in figure 6. This algorithm is repeatedilun
not finding more internal pixels. After thinningeth
image and not finding more internal pixels, the
algorithm is applied again but in this occasionhwat
small change. This change consists in finding i&er
pixels only with 3 neighbor pixels and later tonghate
the limits pixels. The elimination of internal pigeis
possible when the elimination of some limit pixehiot
possible but exist an internal pixel. The last skep
again the repetition of the algorithm but in this
occasion finding internal pixels with two neighbors
only. Considering the elimination of an internatediif
isn’t possible to eliminate some neighbor pixel.eTh
final result after the N necessary repetitions is:

2.6 Minutiae Detection and Recognition

After the thinning process the image is ready so th
the algorithm of detection of minutiae is appliddhe
algorithm consists in to calculate the number ok
that cross to Pixel center (Pc) and it is calcualatéth
the following equation:

1 8
Pc=_— [
255; p(i)

Pc=7 TERMINATIO N

4

MINUTIAE
if{Pc=6 BLOCK WTHOUT MINUTIAE

Pc<5 BLOCK WTH BIFURCATIO N

where P1 to P8 is an ordered sequence of pixals, th
define the block of 8 neighbors of the pixel center

PL | P, | Ps
P, [Pc | B
P, [ Ps |Ps
a) b) c) d)

Fig. 8. a) Window of 3x3 used to find minutiaesBbyck without
minutiaes. c¢) Block with bifurcation. d) Block wignding.

In the figure 8a is observed the configurationtaf t
used window to locate bifurcations and ending. Fégu
8b, 8c and 8d are the possible configurations weat
can find. A Pc=7 means that we are on a window with
ending. A Pc=6 means that not exist bifurcation or
ending. A Psg5 means that we have found a
bifurcation. This process is made on all the hinar
image applying windows of 3x3. The result of this
process is a vector with the characteristic poihts
later will be used in the recognition or verificati
Figure 8 is the result of this process.

-

Fig. 9. Final Image with Minutiae

The recognition was made with three important
characteristics: coordinates, distance and angles
between each minutia. The reason of to use three
characteristics is to be able to have a smaller
percentage of error in the recognition. Therefdhe,
information of the stored fingerprint consists o$iae
matrix 4x250. The matrix is compound of four vestor
that consist of the two coordinates of first mimydhe
distance to following minucia and the angle thatrfo
The total size of our stored matrix is of 1000x2bBe
recognition is made of the following form: The itpu
image becomes in a matrix of 4x250 and this magrix
compared with each matrix of our data base. First,
equal distances are located and are taken onlyatime
angle. Later, are eliminated the coordinates very
different and this way we can assure a better
recognition. After several tests it was decided tha
coordinates can vary in a radius of 10 pixels. Fagd
shows the method to form a vector. After severstste
we considered that a greater threshold of 15 gaves
good recognition, this is that the recognition ex@nly
when the input image contains more than 15 equal
values to the stored in our data base.
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Fig. 9. Resulting Vector of one Minutiae
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Figure 10 shows the first process of recognitiame T

input image is transformed to a matrix of 4x250 and
later it is compared with each one of the stored

matrices. If in a stored matrix exist more thanetjial
vectors to the input, the image is recognized.

[0 8243 .. ... 42501
[B1B2 B3....... B250 ]
[C1c2cs ... €250 ]
co2ms ... .. D250 ]

C = Coordinate-axis
D = Coordinat y-axis

A = Distances between minutiaes
B = Angles between minutiaes

Aj = Distance of Input Image
A == Distance of Stored Image

C = Coordinate in x-axis of Input Inage
Cg = Coordinate in x-axiz of Stored Inage

Bj = Angle of Input Image
Bs = Angle of Stored Image

['j = Coordinate in y-axis of Input Image
Dz = Coordinate in y-axis of Stored Imnaoe

Fig. 10. Recognition Process
2.7 Verification Using Statistical
Parameters

In the first stage a high percentage of recognitias

obtained, however, for some images the values of
coordinates, distances and angle between minutiaes
were same in more than a stored image. Therefore, f
some tests the result showed more than a recognized
image and the percentage of false acceptance whs hi

The stage of verification consists of obtaining
statistical parameters of the thinning image. These
statistical parameters are the Kurtosis and the
Skewness. The vertical and horizontal Kurtosis, KV
and KH, and the vertical and horizontal Skewness, S
and SH, can be estimated from the input data as
follows:

KV - ﬂ4 (5)

(6)

()

8
NPT @

Another statistical parameters estimated by the
features extraction module are the relative values
between the vertical Skewness and Kurtosis, RV, and
the horizontal Skewness and Kurtosis, RH, which are
given by

_ M

R/ (#:1/)0.75 (9)
M

RS ) (10)

as well as the relative value between verticalguipn
and horizontal projection of the signature under
analysis, VH, VH,, which can be estimated as

Vv

VH, = £2. (11)
2
Vv

VH, = Ho. (12)
1

The eight estimated statistical values are invisitm

Due to this, we made one second test that consfists  the position of the fingerprint image. From theathtse
verifying the resulting images. With this test we stored of 500 images, 5 images of each person were

eliminated the similar images and only the truegene
accepted. Each fingerprint is different to havéedént
textures, this is each fingerprint displays a défe
distribution of its pixels. The statistical momerds
order 3 and 4 are related to the form of a distidiou
The moment of order 3 is essentially a measureafent
the asymmetry of the signal around his mean lifnghel

taken at random and a neuronal network for the
verification stage was trained. The neural netwedd
was a perceptron multilayer and was trained with th
backpropagation algorithm. The network consistefl of
neurons in the input layer, 5 neurons in the hajed
and only one neuron in the output layer (0 or He T
verification stage initiates with the extractiontbe 8

asymmetry is negative, the variables take more low statistical parameters of the thinned image. Theré

values than high values. If the asymmetry is paositi
the variables take more high values than low vallfes
the asymmetry is zero, the low and high valueshef t
variable have equal probabilities.

11 shows the verification process complete. Thestes
consisted of the recognition of 51 people, 50 peopl
with stored fingerprint and one without storing.cBa
person made five tests and the results are thanfiif.
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Fig. 11. Verification Process

Verification Decision

The table 1 shown the results of the tests made wit
the first stage of recognition using minutiae detec

The acceptance threshold was of 15, in other words,

we needed minimum 15 equal values for to say tiet t

image is true.
Table 1. Test results made to 51 images
True False False
Recognition | Acceptance | Rejection
PERCENTAGE 94.1% 3.9% 2%

Table 2 shows the results of the verification stage
using Statistical Parameters.

Table 2. Test results made to 51 images

directional and frequency resolution but does not
handle high curvature regions well due to blockewis
approach. Angular and radial bandwidths are cohstan
The reason of to use a second method of enhancement
is for eliminating the problem of handle high cuwa
regions, since the enhancement by means of FFT
presents a very robust even near regions of high
curvature but marked by large storage requirements.
Frequency of ridges is assumed to be constant. Once
the fingerprint is enhanced and processed an #igori

of recognition based on minutiaes was developed
obtaining good results, but some times the inpaigien
was similar in more of once to the stored, theesfthie
algorithm gave like result more than a recognized
image. Due to this, we decided to make a method of
verification after recognition process and thusgsure

to the output a single fingerprint.

The results show an elevated percentage of
recognition for an application of regular size. The
results are very acceptable because presents a high
percentage of recognition and only 0,3% of false
acceptance, 2% of false rejection is not problemesi

Table 3 shows the results of the two combined the user only will have to put his fingerprint agai

Verification | Without Verification
PERCENTAGE 71.7% 28.3%
stages.
Table 3. Test results made to 51 images
Recognition False False
Acceptance | Rejection
PERCENTAGE 97.7% 0.3% 2%

Later, we made some moadifications to the threshold.
Table 4 shows the results of the two combined stage

with an acceptance threshold of 10.

Table 4. Test results made to 51 images

Recognition False False
Acceptance | Rejection
PERCENTAGE 96.1% 3.1% 0.8%

Finally, table 5 shows the results of the two
combined stages with an acceptance threshold of 20.

Table5. Test results made to 51 images

Recognition False False
Acceptance | Reection
PERCENTAGE 92.2% 0.0% 7.8%

3. Conclusions

We presented a new fingerprint image enhancement

algorithm based in a filter's combination in theuFier
and spatial domain. One of the best algorithmstHer
enhancement of fingerprints is Gabor Filter whose
main characteristic is that it has an optimal joint
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